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Introduction
This helpsheet should be read in conjunction with the CCAB – Anti-money laundering guidance for the accountancy sector.
Suspicious Activity Reports (SARs) are a crucial part of UK law enforcement and are a legal obligation for those working in accountancy, audit, and insolvency (the regulated sector). This helpsheet has been prepared to help members working in these areas to understand the circumstances in which:
1. You are required to make an internal SAR to your nominated officer, the Money Laundering Reporting Officer (MLRO); and
2. The MLRO should make an external SAR to the National Crime Agency (NCA), including key pieces of information to include, to ensure a quality submission. 
Suspicious Activity Reports (SARs)
Who can make a report?
Those working in the regulated sector are under certain obligations to make a report and failing to report is considered a criminal offence with personal liability. Submitting a SAR protects the individual, the organisation and UK financial institutions from the risk of laundering the proceeds of crime. 
Those working in the regulated sector are required under s.330 of Part 7 of the Proceeds of Crime Act 2002 (POCA) and the Terrorism Act 2000 to report information that comes to them in the course of their business if they know, or suspect or have reasonable grounds for knowing or suspecting, that a person is engaged in, or attempting, money laundering or terrorist financing. The concerns should be reported to their MLRO, otherwise known as an internal SAR or internal report.
It is then an offence under s.331 of Part 7 of the Proceeds of Crime Act 2002 (POCA) if the MLRO does not subsequently make the required disclosure to the NCA as soon as is practicable after the information is supplied, provided that they are satisfied there is enough grounds for making an external SAR.   
What is a SAR?
If an individual suspects that money laundering may be taking place, they are legally obliged under the 2017 UK Money Laundering Regulations to submit an internal SAR, which will then be passed on to their MLRO who can subsequently make an external SAR to the NCA. 
External SARs are disclosures to UK law enforcement concerning potential instances of money laundering or terrorist financing. Reports are submitted to, and assessed by, the NCA. External SARs provide information and intelligence from the private sector that would otherwise not be visible to law enforcement. They are a critical intelligence resource as they contain personal details that can assist in an enquiry and provide immediate opportunities to stop crime, locate individuals and help safeguard vulnerable members of society. 
A high-quality external SAR could be the missing piece of a larger puzzle which leads to the solving of a crime that will help to prevent a wide range of serious and organised crimes. Multiple SARs often feed into one investigation, so although an individual might consider their report to be of little importance, it could join the dots and provide key intelligence that unlocks a case. 

There are two types of external SAR: 
1. A general SAR must be submitted where an individual knows there has been, or has reasonable grounds to suspect, money laundering. 
2. A Defence Against Money Laundering (DAML) SAR should be submitted in the same circumstances as above, but where there is a need to complete an action which may amount to a money laundering offence. A common example is where client funds may already have been accepted into a client account, but there is then a need to transfer the funds to another party. If the funds are criminal property, making any transfer (including transferring them back to the client) may amount to a money laundering offence. Submitting a DAML SAR effectively gives a defence against prosecution for certain money laundering offences to the reporter, provided the DAML is not refused by the NCA.
When is an internal SAR required? 
As soon as an individual knows or suspects, in the course of their work, that a person/client is engaged in money laundering or dealing with criminal property then an internal SAR must be submitted. Section 6 of the CCAB Anti-money laundering guidance for the accountancy sector provides further guidance and clarification on the definitions of ‘crime’, ‘suspicion’ and ‘proceeds/criminal property’. Once a suspicion is formed, it is good practice to document the reasons for forming that opinion. 
All firms should have internal reporting procedures that enable relevant employees to disclose their knowledge or suspicion to the firms MLRO. The MLRO has a duty to consider the internal SAR and decide whether an external SAR will be made to the NCA. Only the MLRO should report to the NCA, and they are not required to tell the reporter whether an external report was made or not. 
It is important to note that a firm’s policy might require a report to be made internally to their MLRO in wider circumstances that go beyond the requirements of POCA, and therefore employees within firms should familiarise themselves with their firm’s specific policies. 
If there is uncertainty over whether an internal SAR is required, the firm’s AML policy should identify where further guidance and assistance can be sought from. If further guidance is required, the ICAS Practice Support team can be contacted for a confidential discussion via the ICAS Technical helpdesk.
Guidance on submitting a quality internal SAR
It is vital that the internal SAR submitted to the MLRO is detailed enough to allow the MLRO to understand the nature of the suspicions, and to gather the information required for them to submit the external SAR if they conclude that this is appropriate.
The internal SAR should provide details of all individuals or relevant parties identified as well as providing a summary of suspicions with events listed chronologically. The content of the report should be kept clear, concise and simple. One way to approach this is by following the ‘Who, What, Where, When, Why, How’ method. It is important to include key dates, description of property that is known, suspected, or believed to be criminal property, how the situation was identified, and what led to suspicion being raised. It is often useful to consider whether the internal SAR would clearly explain to a third party with no prior knowledge of the parties or the situation in the information in a manner which they would understand.
It is unlikely that the internal SAR will provide all the information that the MLRO will need to consider or provide within an external SAR. It should however provide sufficient information for them to be able to understand the basic concerns and issues from which they will be able to ask for more information and make further enquiries if necessary. 
The ‘Guidance on submitting a quality external SAR’ section below provides information that the MLRO will need to consider or provide if submitting an external SAR, and therefore it will be of benefit for these matters to also be considered alongside the internal SAR.
An Internal SAR Report template specimen document is available to ensure a quality submission.

Submitting an external SAR 
While it is the duty of all relevant employees of a firm to submit an internal SAR to report their knowledge or suspicion to the firm’s MLRO, it is the MLRO alone who has a duty to consider the internal SAR and decide whether an external SAR will be made to the NCA. Only the MLRO should report to the NCA and they are not required to tell the reporter whether an external SAR was made or not. 
If a MLRO is unsure whether an external SAR is required, ICAS as the firm’s AML supervisor can provide guidance. Please contact the Practice Support team via the ICAS Technical helpdesk.
How the MLRO should submit an external SAR
External SARs should only be submitted by the firm’s MLRO and should be submitted online via the NCA SAR portal. Any ICAS AML supervised firm will need to register first but will be able to submit SARs straight away. The online NCA SAR portal is now the only route by which you should submit reports (as of September 2023 manual reporting is no longer permitted).  
Guidance on submitting a quality external SAR
A detailed and concise SAR assists the NCA in prioritising and processing the report, ensuring they can act as quickly as possible if they are able to identify a person of interest. Getting submissions right first time is crucial, as it will affect the decision or the ability to investigate, since any NCA officer assessing a SAR will not assume, infer, or guess anything. It is best to include as much detail as possible as it could prove to be a valuable piece of information. Whilst detail is important, you should avoid duplication, speculation, and trivia.
Analysis by the NCA usually focuses on searches of keywords in the free text, so this should be considered when formulating a response. The data matching process relies on basic quality standards of information so the following should be noted: 
1. Completing data fields:
Complete as much information as possible in the data fields. 
Contain as much customer due diligence information as possible such as full name, gender, nationality, and address with postcode. Date of birth is vital for identifying individuals correctly.
Use the word ‘UNKNOWN’ if you are unable to complete any of the fields. Do not leave it blank. 
Any previous SAR reference numbers relating to the same matter provided by the UK Financial Intelligence Unit (UKFI|U) (part of the NCA) should be included. 

2. Completing ‘Reason for suspicion/knowledge’ (step 5): 
This is an area where the quality of SARs reports is often deficient. Although the area is free text, there are key pieces of information that should be included to ensure the rationale for the SAR is clear. 
a) The purpose – begin this section with a short clear statement and use the NCA glossary codes. Glossary codes are shorthand indicators of what the suspicious activity report relates to and should be included in the reason for suspicion text space. Using glossary codes allows the NCA to manage and assess the SAR properly and prevents delay. 
b) Reason for suspicion – this is the rationale behind why a SAR is being submitted and should therefore be explicit. The assessor cannot assume or infer anything, including suspicion or knowledge, so if you feel that the reasons for suspicion have not been clearly explained in the background, then it should be detailed here separately. This should include a description of the property that is known, suspected, or believed to be criminal property. If there is a suspicion that the services being provided appear to facilitate money laundering, intentionally or unintentionally, then this should be fully described e.g., if it is thought that that a client bank account has been used for money laundering then state this. 
c) The background/summary – it is important that the investigator assessing the SAR clearly understands the relevant facts of the situation. Enter as much detail as is helpful but remain clear and concise. The assessor can only go on what has been provided to them in writing so ensure it is included in the submission. 
Specific tips include: 
Follow the who, what, where, why, when method.
The services provided to the client should be described e.g., accountancy, audit, insolvency. 
Content should be clear, concise, and simple. 
Summarise action or activity chronologically. 
Avoid acronyms, jargon, and special symbols.
Do not write in capital letters and use punctuation, as appropriate. 
Ensure paragraphs are used to avoid large blocks of text and keep the narrative clear. 
The field is limited to 8,000 characters, approximately 1,500 words. Consider drafting the response in a word document first (using the word count feature), to aid submission online. 
Please refer to the NCA’s guidance on submitting better quality Suspicious Activity Reports for more detailed information and good practice. 
Defence Against Money Laundering SAR (DAML SAR)
A DAML SAR can be requested when there is a suspicion that property intending to be dealt with might be criminal in some way and so by dealing with it, there is a risk of an offence under POCA (2002) being committed. As noted above, this might happen where, for example, there are concerns over the source of funds after they have been received. In this instance, the NCA can provide a defence against the principal money laundering offences, for a specified future activity. 
When completing the external SAR online you would need to ensure you tick the box marked ‘consent’ and be clear within the free text box about what action it is you want consent for. 
Further information can be found on the NCA website, Requesting a defence under POCA and TACT and in the Defence Against Money Laundering (DAML) FAQs.
The NCA has also approved CCAB guidance on DAML requests for Insolvency Practitioners.
Further guidance 
Examples of SARs that lack detail
It is essential that as much detail as possible is provided in the first instance by the reporter, to avoid delay. In some instances, this information might not be available, but it is important to think about the additional questions that might be asked and to provide this upfront. The following are examples of where the suspicion lacked sufficient detail on which law enforcement could act, with further questions to consider which should be included in the detail, if known. 
Example 1 – ‘Information has come to our attention that our client has been convicted of a drug trafficking offence’ 
Further considerations – How has this information come to the attention of the reporter? When did the information come to the attention of the reporter? What work does the reporter do for this client? Are there any further suspicions or irregularities aside from the conviction? What is the suspicion? Is the suspicion related to money laundering or is there any suspicion of links to terrorist financing?
Example 2 – ‘We are Mr Smith’s accountant and noticed the issues on preparing the accounts.’ 
Further considerations – What is the issue the accountants have become aware of and when did this occur? Have there been any discussions with the client over this issue? Have there been any past irregularities? Is there a business involved? Is there a suspicion that money laundering is occurring? Are there reasonable grounds for suspecting any links to terrorist financing?
Example 3 – ‘My client has told me that he is not declaring all of his income.’
Further considerations – When did the client advise this? What is his declared income? Did he disclose what amount of earnings he is not disclosing and why? Can further content of any discussions that have taken place be detailed? Is there any suspicion that the subject is attempting to launder funds for criminal gain?
Example 4 – ‘It has come to our attention that payments totalling £X credited to our client’s account were fraudulent. We have concerns that our client may have been complicit in the deception.’ 
Further considerations – What makes the reporter suspect the transaction was fraudulent? How does the reporter know the client was complicit? Have they previously seen this type of pattern with this client? Is there other information which explains why they are complicit? 
Further examples are available in NCA’s ‘Guidance on submitting better quality SARs’. 
Success Stories 
1. A SAR uncovered that a subject had failed to declare their true financial situation, identifying monies going into the subject’s bank account where they also had received benefit payments. SARs identified that the subject had also claimed benefits in other identities and that considerable unexplained sums (more than £100,000) were being moved through the account. SAR intelligence identified that the subject had created a company, advertised for employees, and then used their details from job applications to make fraudulent claims to benefits. The subject was arrested, and several ID items seized. 
2. A DAML SAR played an integral part in an investigation into a subject with substantial cryptocurrency holdings. Suspicions were raised as the subject had received a substantial amount of cryptocurrency from external addresses. The investigation revealed that the transaction patterns on the subject’s account were unusual, and the evidence suggested international money laundering linked to Darkweb activity and cryptocurrency ‘mixing’ services used to obscure the trail back to the funds’ original source. The DAML SAR directly assisted with furthering the investigation and preventing dissipation of the funds. As a result an Account Freezing Order (AFO) for over £200,000 was obtained and successful forfeiture subsequently achieved for the full amount.
3. A SAR reported that a manufacturer had deregistered from VAT despite turnover remaining more than the VAT registration threshold; the company’s records were incomplete; and that cash sales had been supressed. The enquiry established from the Corporation Tax returns that its turnover did indeed remain more than the turnover limit for VAT. A settlement of over £60,000 resulted. This successful outcome was as a direct result of the information provided by the SAR. 
Red Flag Indicators 
It is essential that everyone in a firm has a general understanding of the risks the accountancy sector is exposed to, otherwise referred to as red flag indicators: 
1. Client behaviour – when risk assessing a client some behaviours might raise questions and cause further enquiries to be made, such as:
Changing advisors frequently in a short period of time with no legitimate reason;
Choosing a geographically distant advisor;
Asking for short-cuts and/or anxious to complete a transaction without justification as to why completion is required quickly;
Overly secretive or obfuscation when asked questions;
Providing information late or close to filing deadlines to avoid scrutiny;
Client that is known to have convictions for acquisitive crime; and
Taking steps to hide their identity or that of the beneficial owner.

2. If the source of finance is unclear, it might raise questions about the basis of the transaction, such as:
Significant amounts of private funding appearing from an individual known to be in a cash intensive business; 
Involvement of a third-party private funder without an apparent connection to the business or legitimate explanation; 
Disproportionate amount of cash that is inconsistent with the socio-economic profile of the individuals involved; and
Finance is provided by an individual with no logical explanation or economic justification.

3. If the nature of business itself and the way in which the business is structures seems a little unusual, such as: 
Overly complicated ownership structure with no legitimate or economic reason;
Business transactions involve countries where there is a high risk of money laundering;
False or suspicious documents are used to back up transactions;
Unusual transactions due to their size, frequency, or the manner of execution in relation the client’s known business type;
Assets appear inconsistent with their known legitimate income.
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Specimen Documents 
Internal Suspicious Activity Report Template 
Useful links
CCAB – Anti-money laundering guidance for the accountancy sector
CCAB – Defence against money laundering guidance for Insolvency Practitioners
National Crime Agency Suspicious Activity Reports homepage  
National Crime Agency – Guidance on Submitting Better Quality SARs
National Crime Agency – SAR Glossary Codes and Reporting Routes
National Crime Agency – Requesting a defence under POCA and TACT
Proceeds of Crime Act (2002) (POCA)
Terrorism Act 2000
Further information and assistance
Further assistance and information can be obtained by contacting the Practice Support team via the ICAS Technical helpdesk. 
Please note the NCA is unable to give advice on whether or not an individual or organisation should submit a SAR. Queries of this nature should be directed to your AML supervisor. 











Disclaimer:

This document has been published by ICAS for information purposes only and ICAS cannot accept responsibility for any person acting or refraining to act as a result of any material contained within this guidance. Recipients should make their own independent evaluation of this information and no action should be taken, solely relying on it. The document is intended to assist members in the general application of the subject, it is not intended to cover all aspects. 

Whilst this information is believed to be reliable, ICAS, its employees and others involved in the production of this information do not provide any representation or warranty (express or implied) of any kind as regards the accuracy or completeness of this information, nor do they accept any responsibility or liability for loss or damage arising in any way from any use made of or reliance placed on this information.

All information is believed to be correct at the time of publication.
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